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CBI's Emerging Threat Services helps identify weaknesses before your organization becomes vulnerable. Our expert team of
threat hunters live on the frontline of cybersecurity and can help your organization combat emerging threats and guard your
valuable corporate assets.

OUR APPROACH

CBI, A Converge Company understands the data behind emerging risks and how to proactively mitigate their threats. We
balance tactical and strategic evaluations to categorize vulnerabilities and weaknesses into an organizational threat scorecard,
executive summary, and action plan to increase your overall threat score. Our custom approach addresses the full spectrum
of recent developments that can put you, your company and your employees at risk.

EMERGING THREAT SCORECARD

Having a solid security posture is a fundamental objective for most organizations.
CBI’s threat scorecard identifies and catalogs your organization’s level of IT
vulnerabilities to measure and evaluate your security posture over time.

Needs Improvement

Coverage for the control area is extremely limited
Immediate attention to address significant exposure

TACTlCAl_ & ST RAT EG|C E Major changes to meet industry standards

Organization faces significant and inevitable impact from emerging threats
EVALUATIONS

e API & Microservices Assessments ==11% 51% - 80%

0% - 50%

e Cloud Security Current implementation for the control area protects some
areas of enterprise
o Cryptocurrency and Cr\/pto Moderate changes required to elevate to meet industry standards
Organization is at heightened risk for emerging threat impact
e \Wallet Attacks
o Deepfakes 81% - 90%
¢ Evolved Denial of Service Meets accepted standards for the industry
e 0T Assessments General agreement within the organization that identified actions
should be performed
e Nation-State Sponsored Organization is at a moderate risk for emerging threat impact
e Ransomware
91% - 100%
e Software Supply Chain o ) . . .
Organization is near or in complete compliance with protection standards
e Satellite Networks Requirements for the control area are planned, implemented
and repeatable
e /ero Trust Standard processes are regularly reviewed and updated

Organization is well-positioned against emerging threat attacks

To learn more, contact us at:

We are available when you need us, with the

added assurance of enhanced service level 800.747.8585 e help@cbisecure.com e cbisecure.com

agreements between CBI and your organization.

The CBl logo is a registered trademark of Creative Breakthroughs, Inc.



Emerging Threat Services

DELIVERABLES ESTIMATED DURATION

Key Findings Summary Project duration is approximately one to two
An executive summary that provides a clear picture of your security weeks, dependent upon scope. Final pricing,
posture as it relates to emerging threats in a format that can be easily scope, and deliverables are determined upon
communicated to other stakeholders. execution of a formal statement of work.

Gap Analysis
A detailed report of deficiencies in your organization’s security program
that could hamper your ability to prevent, detect or respond to an attack.

Threat Mitigation Roadmap

Prioritized recommendations for enhancing your¢de :
including short- and long-term initiatives that are tailo
organization’s security and business goals.

CBI Services

Security Architecture Security Managed
Programs & Integration Products Security
Advanced Testing Strategic Staffing Cloud Network SOCaaSs

Application Technology Enablement Application ~ SIEM / UEBA

Penetration Data User

Emerging Threat Endpoint

Incident Response
<®‘, Service engagements include an assigned project manager to deliver projects on time, on budget and on target.

Core Values

Core values at many companies are written once and put
in a drawer to collect dust. At CBI, we discuss and live by
our core values every day.

Authentic Client-First Blue Collar Performance-
Work Ethic Based Culture

If you suspect an incident, contact us right away -

CBI, A Converge Company is a leading cybersecurity advisor to many of the world’s top-tier organizations. Founded in 1991, CBI provides

/ L [ ] innovative, flexible and customizable solutions to help ensure data is secure, compliant and available. We engage in an advisory-led
, ) ‘ : l approach to safeguard our clients against the ever-changing threat landscape— giving them comprehensive visibility into their entire

security program and helping them avoid cyber challenges before they can impact their data, business and brand. We are dedicated to

A CONVERGE COMPANY the relentless pursuit of mitigating risks and elevating corporate security for a multitude of industries and companies of all sizes.
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