
INCIDENT 
RESPONSE 
READINESS 
ASSESSMENT

PUT YOUR IR PLAN TO THE TEST

DELIVERABLES

• Key Findings Report

• Gap Analysis

• Threat Mitigation 
Roadmap 

Security incidents are inevitable, and the damage they cause depends on your level of preparation. To 
protect your business, you need to continually review and revise your incident response plan. 

CBI’s Incident Response Readiness Assessment identifies weaknesses in your incident response program 
and advances your ability to detect and respond to cyberattacks. 

OUR APPROACH
CBI has been on the front lines, responding to security incidents for over 15 years. We have seen what 
fails and what works, and we apply this knowledge along with best practices to help your organization 
quickly take action and minimize damage when an incident occurs.

Our experts evaluate your incident response capabilities with viable and probable attack scenarios to 
identify blind spots, and provide tactical and strategic recommendations that enable you to respond to 
threats with confidence.

Gain insight into 
how your team 
would perform 
in the event of 
an attack

Establish 
enhanced focus 
on probable 
attack scenarios 
such as 
ransomware

Decrease  
cyber  
insurance 
premiums

Mature your 
incident 
processes, 
procedures, 
standards, and 
guidelines

Identify short 
and long-term 
initiatives to 
advance your 
security posture

Learn how to 
prepare your 
company, your 
data, and your 
team for the 
best possible 
outcome

BENEFITS



Incident Response Readiness Assessment

ESTIMATED DURATION
Project duration is approximately one to two 
weeks, dependent upon scope. Final pricing, 
scope, and deliverables are determined upon 
execution of a formal statement of work.

PROCESS
Evaluation
We review your incident response program, including team roles and 
responsibilities, security policy and procedures, and security controls.

Analysis 
Our experts compare their findings to industry best practices and 
apply our own experience to identify gaps and opportunities for 
improving your readiness.

Hands-On Testing
We conduct exercises to evaluate how your team would respond 
during a security incident, test their awareness of current IR 
processes, and determine their ability to effectively identify and 
respond to an incident.


